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ISTRIBUTED FIELD OPERATIONS INVOLVE
D dispersed mobile units operating in a

wide geographical area, such as bat-
tlefield operations or exploration on the
moon. One or more wireless stations may be
deployed for effective connectivity among
the units. In this project, we investigate the
security and performance issues of wireless
stations in mobile ad hoc networks
(MANET), with a focus on the public key
management system using certificates. One of the main issues to
consider in a certificate-based scheme is the secure distribution of
the public keys to all the nodes in the network. The Public Key
Infrastructure (PKI) defines methods for handling public key man-
agement using X.509 certificates. In a wired network, there exists
a centralized certificate server which handles the creation, renew-
al, and revocation of certificates. This is not feasible in mobile ad
hoc networks (MANET), which are composed of mobile nodes
that may be constantly moving in the geographical area, and do
not have a fixed infrastructure or centralized management.
Besides, due to the dynamic topology of the network, frequent
link failures may occur, resulting in issues such as re-authentica-
tion and timely communication with the certificate server.

Over the past year (2006), our work in mobile networks had
led us to explore a related research area, the wireless sensor net-
work (WSN), which is a network composed of wireless sensor
nodes. Each sensor node is a small computer with three mod-
ules: the energy module, the radio module, and the sensor mod-
ule. A WSN may be deployed to monitor a variety of phenome-
na, such as light, motion, humidity, moisture, wind speed, etc.
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We have come up with an efficient
WSN algorithm, entitled OCO (Optimized
Communications and Organization), which
proved to be very efficient in accurately
detecting intruding objects while conserving
energy use.

To date, we have published our work on OCO
in two refereed articles and have acquired a
Texas Higher Education Coordination Board’s
ARP (Advanced Research Program) grant to
further our research in this area.
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